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NOI DUNG TUAN

TIN CANH BAO

- Canh bao: Microsoft xac nhan thém 1 16
hong bao mat mai Windows Print Spooler

- Chién dich tan cong APT: Nhém tan cong
mang UNC215 nhiam muc tiéu vao cac tb
chuac cua Israel

PIEM YEU, LO HONG

- 639 15 hong duoc cdng bd va cap nhat.

- 07 15 hong, nhém 156 hong trén cac san
pham/dich vy phé bién tai Viét Nam.

SO LIEU, THONG KE

- Tan cong DRDoS

- Tan céng Web @
- Tan c6ng hra dao nguoi ding Viét Nam

Tai liéu luu trir:

Chuyén myc Béao cao dinh ky tai dia chi:

https://service.khonggianmang.vn




TIN CANH BAO

Canh bao: Microsoft xac nhan thém
110 héng bao mat méi Windows
Print Spooler

Sau khi phat hanh danh sach ban va
vao thang 8 nim 2021, Microsoft di cong bd
thém thong tin mai cua mot 16 hong khéc
(CVE-2021-36958) trong Print Spooler. L
hong nay da dugc mot chuyén gia bao mat
cong bd tir gitra thang 7/2021 va da co6 ma
khai thac cong khai.

Microsoft cho biét CVE-2021-36958
la mot 16 hong thuc thi ma tir xa ton tai khi
dich vu Windows Print Spooler thuc hién
khong dung cac hoat dong tép dac quyén, co
diém CVSS: 7.3 (cao). Khai thac thanh cong
16 hdng nay, cho phép dbi twong tin cong
thuc thi ma tly ¥ véi cac dac quyeén hé
théng, tir d6 c6 thé chiém quyén diéu khién
toan bo hé théng muc tiéu.

Tai thoi diém hién tai chua c6 ban va
cho 15 hong bao mat nay. Thay vao do,
Microsoft da dua ra bién phap khac phuc dé
giam thiéu rui ro khai thac bang cach vé hiéu
hoa dich vu Print Spooler. Quy don vi tham
khao tai:

https://msrc.microsoft.com/update-
guide/vulnerability/CVE-2021-36958

Nguén: https://www.helpnetsecurity.com/2021/08/13/cve-2021-36958/?web view=true
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TIN CANH BAO

Nhém tan cong
mang UNC215 nham deu thuc hién xo6a dau vet khoi cac may bi

nhidm nham tranh viéc bi phat hién. Dé thyc

ch tiéu véo CE'IC t’o‘? hién cudc tan cong, nhém nay ciing da st

dung céc cong cu tan cong nhu cira hau

chirc cua Israel FOCUSFIORD, b cy ghép tiy chinh
HyperBro, webshel SeASHAARPEE.

M®i giai doan cuia cac cudc tin cong

UNC215 14 nhém tin céng mang tir
Trung Quédc nham muc tiéu vao céc to chirc
cua lIsrael. C4c cudc tan cong nay da nham , 7
vao céc dich vu CNTT, c4c t6 chiic chinh phy ~ Trung Dong va Trung A c6 thé la cac bude
dé bao vé cac khoan dau tu khong 16 cua
Trung Quéc vao sang kién Vanh dai va Con
duong (BRI) & cac khu vyc d6. Va khi du
an tién trién, cac nhom gian diép nhu
UNC215 du kién sé tiép tuc cac cudc tan
cdng nham vao cac co s& ha tang quan trong
o Israel va Trung Dong.

MGt s chuyén gia cho riang cac hoat
dong gian diép mang cua Trung Quéc &

va céc cong ty vién théng ké tir nam 2019.

Dé c6 quyén truy cap bao dau vao may
muc tiéu, d6i trong tan cong di khai thac 16
hong SharePoint (CVE-2019-0604). Sau do,
nhom nay thu thap théng tin xac thuc va ra
quét noi bo dé phat hién cac hé théng quan
trong trong mang cta muc tiéu.

Nguén: https://cyware.com/news/unc215-impersonated-an-iranian-group-to-target-israeli-organizations-2b079a24
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Nguy cg tan cong mang tir

diém yéu, lo hong

Trong tuan, c&c to chirc qudc té da cong
b va cap nhat it nhat 639 16 hong, trong d6 co
24 16 hong muac cao, 61 16 hong mac trung
binh, 24 16 hdng muc thap va 530 15 hong chua
danh gia. Trong d6 co it nhat 49 15 hong cho
phép chén va thuc thi ma Iénh.

Hé thdng ky thuat caa Cuc ATTT cha Mgt sé 16 héng trén cac sdn pham/dich Vyﬂ
dong ra quet trén khong gian mang Viét Nam, phé bién tai Viet Nam:
danh gia, thong k& cho thdy c6 07 15 - Microsoft: CVE-2021-26428, CVE-2021-36943, ...
hong/nhom 16 hong trén cac san pham, dich vu - Netgear: CVE-2021-38537, CVE-2021-38530, ..
CNTT pho bién, c6 thé gay anh huong l6n dén _ Linux: CVE-2021-38160, CVE-2021-38202, ..

nguoi ding ¢ Viét Nam: Nhom 44 16 hong
trong san pham cua Microsoft, Nhém 28 15
hong trong san pham cua Netgear, Nnom 22 15
hong trong Linux kernel, Nhém 16 16 hong
trong cac Wordpress Plugin, Nném 15 15 hong Ke“: CVE-2021-21504, CVE-2021-21585, .. J
trong cac san pham Intel, Nhém 12 16 hdng

trong cac extension cho Typo3, Nhom 11 16

héng trong cac san pham cua Dell. Thong tin

chi tiét vé& mot sb 16 hong trén céc san

pham/dich vu phé bién tai Viét Nam cu thé nhu

sau:

- Wordpress: CVE-2021-34660, CVE-2021-24520, ...
- Intel: CVE-2021-0008, CVE-2021-0000, ...
- Typo3: CVE-2021-36790, CVE-2021-36787,...



Thong tin diém yéu, lo

Ma 16i quéc té

M0 ta ngan

Ghi chu

CVE-2021-26428
CVE-2021-36943
CVE-2021-36949

Nhom 44 15 hong trong san pham cua
Microsoft (Azure, Windows,...) cho
phép ddi twong tin cdng thu thap thdng
tin, thyc thi mé tor xa, leo thang dac
quyén, tin céng tir chdi dich vy, tan cong
gia mao LSA.

ba co6 thong tin xéc
nhan va ban va

CVE-2021-38537
CVE-2021-38530
CVE-2021-38515

Nhom 28 16 hong trong san pham cua
Netgear (RBK40, RBK20,...) cho phép
d6i tuong tan cong thuc hién tan cong
gia mao XSS, command injection, tin
cdng tir chéi dich vu.

ba co6 thong tin xéc
nhan va ban va

CVE-2021-38160
CVE-2021-38202
CVE-2021-38166

Nhom 22 16 hong trong Linux kernel cho
phép d6i tugng tan cong truy cap trai
phép, tan cdng tir chdi dich vu, leo thang
quyén.

ba co6 thong tin xac
nhan va ban va

CVE-2021-34660
CVE-2021-24520
CVE-2021-24304

Nhom 16 16 hong trong cac Wordpress
Plugin (WP Fusion Lite WordPress
plugin,...) cho phép ddi twong tin cong
truy cap trai phép, thuc thi ma tiy y, tan
cong gia mao XSS, SSRF, SQL
injection.

Da c6 thong tin xac
nhan va ban va

CVE-2021-0008
CVE-2021-0009
CVE-2021-0005

Nhom 15 16 hong trong cac san pham
Intel (Intel(R) Ethernet Adapters 800
Series Controllers,...) cho phép dbi
tugng tan cong thu thap thong tin, tan
cong tir chdi dich vu, leo thang dic
quyén.

Da c6 thong tin xac
nhan va ban va

CVE-2021-36790
CVE-2021-36787
CVE-2021-36791

Nhom 12 16 hong trong cac extension
cho Typo3 (Yoast SEO, Miniorange
Saml,...) cho phép d6i twong tan cong
thu thap théng tin, tan cong gia mao
XSS, tan cong tir chdi dich vu, tin cong
SQL injection.

Da co6 thong tin xéac
nhan va ban va

~
hong
San
TT pham/
dich vu
1 | Microsoft
2 Netgear
3 Linux
4 | Wordpress
5 Intel
6 Typo3
7 Dell

CVE-2021-21564
CVE-2021-21585
CVE-2021-21584

Nhom 11 16 hong trong cac san pham
cua Dell (OpenManage Enterprise,...)
cho phép d6i tugng tan cong truy cap trai
phep, thuc thi ma tuy vy, thu thap thong
tin, leo thang dic quyén, tn cong tir chdi
dich vu.

Da c6 thong tin xéac
nhan va ban va
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Thong ké nguy co, cac cudc

tan cong tai Viét Nam

Tdn cong DRDoS

Tuan vira qua tai Viét Nam, c6 rat

nhidu may chu, thiét bi c6 thé tré thanh

Biéu db thdng ké thiét bi theo cong dich vu pho bién

ngudn phat tan tin cong DRDoS. Trong

tudn c6 57,762 (ting so voi tudn trude
55,224) thiét bi c6 kha nang bi huy dong : —m
va trd thanh nguon tan cong DRDoS. Cac
thiét bi nay dang mé st dung céac dich vu
NTP (123), DNS (53), Chargen (19). Dué1
day 1a biéu do thong ké thiét bi theo cong
dich vu pho bién trong tuan.

Tan cong Web

Théqg ké tan cong vao Trong tuan, c6 319 trudng hop tin cong
trang/cong thong tin dién tur

: vao trang/cong thong tin dién tir cua Viét
cua Viét Nam

Nam: 23 truong hop tin cong thay doi giao

Caimi doc EEEEEEZUSE— dién, 82 truong hop tan cong lra dao
Lira déo (Phishing) [75mm (Phishing), 214 truong hop tin cong cai cdm
Thay doi giao dién 22 ma doc.
T(’lfn C@ng PhlShlng TOP t6 chirc, dich vu bi gid mao

Trén thé gié1 cd nhiéu céc trang
web gid mao céac td chirc, doanh nghiép,
nha cung cap, dich vu 16n nhu: Cac mang

xa hoi, ngan hang, thu dién tur .v.v... Viét P e i

Nam c6 nhiéu nguoi dung cac dich vy, ting

. . x Ca o Danh sach IP/tén mién djc hai c6 nhiéu két néi tir
dung nudc ngoai (cd mieén phi va c6 phi)

nhu cic mang xa hoi, Paypment, Apple, Vigt Nam
Paypal ..v.v... vi vy nguoi dung can phai differentia.ru a.asense.in
hét strc canh giac véi nhirng trang web gia disorderstatus.ru ww2.bbbjdnxbgp3.ru
” atomictrivia.ru a.deltaheavy.ru
mao d€ an trom tai khoan. morphed.ru sdk.asense.in
ydbnsrt.me soplifan.ru
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Tan cong lira dao ngu'di dung Viét Nam

Trong tuan d3 c6 36 phan anh truong hop lira dao do nguoi dung Internet Viét Nam
thong bao vé Trung tAm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé thong
tai dia chi https://canhbao.khonggianmang.vn. Qua kiém tra, phan tich c6 nhiéu trudng
hop nhu lira ddo gia mao website ctia ngan hang, lira dao lién quan dén COVID.....

Duéi day mot sd truong hop dién hinh ngudi dung can ning cao canh giac trong
cac truong hop tuong tu.

STT Website lira dao Ghi chu
1 https://www.vay60s.com/ Website lira dao kiém tién, vay
tién online.
2 | https://shopee585.com/index/user/login.html | Gia mao website shopee lira dao
https://shopee88.vip/ope/ nap tién vao dé hoan thanh don

hang hudng hoa hdng.
3 | https://taikhoannhanqua.com/nhan-qua-tang- | Website lIra dao khong chinh

shopee-thang-08/ théng cua shopee
4 http://207.148.115.161/ Gia mao trang bao Céng An Nhan
Dan.
5 https://lis666.sinh5.com/ Gia mao website cua NYSE lura

déo chiém doat tai san



https://www.vay60s.com/,
https://shopee585.com/index/user/login.html,
https://taikhoannhanqua.com/nhan-qua-tang-shopee-thang-08/
https://taikhoannhanqua.com/nhan-qua-tang-shopee-thang-08/

Khuyén nghi doéi véi

cac co quan, don vi

1. B6i véi cac nguy co, canh bao da duoc dé cap trong phan Tin canh bao Quy don
vi can thuong xuyén cap nhat théng tin (nhu cac chién dich tin cong cua cac nhom
APT, thong tin 10C kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé
khai thac,...), ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xu
Iy kip thoi.

**k*

2. Pbi véi cac diém yéu, 16 hong trong phan Nguy co tan cdng mang tir diém yéu
16 hong, Quy don vi can luu ¥ theo doi va cap nhat ban va cho céc 16 hong lién quan
dén san pham dang sir dung. Ngoai ra, nhitng don vi da c6 tai khoan trén “Hé thong
Canh bao diém yéu va ra soat 16 hong bao mat ty dong” tai dia chi
https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

**k*

3. Bdi véi cac nguy co vé tan cong tir chéi dich vy, tin cdng web trong phan Théng
ké nguy co, cac cudc tan cong tai Viét Nam, Quy don vi can ra soét, han ché téi da
viéc ma cac cong dich vu 6 thé bi loi dung dé thuc hién tan cong tir chdi dich vu;
thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va xu ly nguy co
tan cong.

***

4. Dbi véi cac IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién déc hai
c6 nhiéu két néi tir Viét Nam, Quy don vi can kiém tra va xu |y cac thiét bi trong
toan bd hé théng mang néu cd dau hiéu két ndi dén cac tén mién doc hai ma Cuc
ATTT da chia sé.

*kx
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