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TIN CANH BAO

- Canh béo: Cisco sé khong phat hanh ban cap
nhat phan mém cho 15 hong zero-day trén céac
bo dinh tuyén EOL VPN

- Chién dich tan céng APT: Su tro lai cua
nhom tan céng APT FINS véi backdoor méi.

PIEM YEU, LO HONG

- 380 15 hong duoc cdng b va cap nhat.

- 07 15 hong, nhom 156 hong trén cac san
pham/dich vy phé bién tai Viét Nam.

SO LIEU, THONG KE

- Tan cong DRDoS
- Tan céng Web @
- Tan c6ng hra dao nguoi ding Viét Nam

Tai liéu lwu trir:

Chuyén myc Bao cao dinh ky tai dia chi:

https://service.khonggianmang.vn




TIN CANH BAO

Canh bao: Cisco sé khong phat hanh

ban cap nhat phan mém cho lo hong

zero-day trén cac bo dinh tuyén EOL
VPN

Gan day, Cisco di thong bao rang s&
khong phét hanh cac ban cap nhat phan mém
cho 16 hong bao mat cuaa dich vu Universal
Plug-and-Play (UPnP) trong Bo6 dinh tuyén
Cisco Small Business RV110W, RV130,
RV130W va RV215W. UPnP la dich vu kha
pho bién duoc sir dung trong hau hét cac
thiét bi mang gia dinh. N6 ciing di 1a muc
tiéu trudc day cua botnet Mirai.

L hong nay cho phép ddi tuong tin
cong thuc thi ma tir xa tly y ma khéng can
X&c thuc, tin cdng tir chdi dich vu. Ké tan
cong co thé khai thac 16 hong nay bang céach
guri UPnP request téi mot thiét bi bi anh
huong.

L& hong chi anh huong dén cac bo
dinh tuyén RV Series néu chiing da dugc cau
hinh UPnP. Dich vu UPnP mac dinh sé& bat
trén giao dién mang LAN va tit trén mang
WAN. B¢ kiém tra xem tinh nang UPnP c6
dugc kich hoat trén giao di¢n mang LAN
cua thiét bi hay khong, nguoi dung nén mo
giao dién quan ly trén nén tang web va chon
vao Basic Settings> UPnP. Néu “Disable
check box” dang khong dugc tich chon thi
c6 nghia 1a UPnP duoc bat trén thiét bi. Néu

UPnP duoc kich hoat, déi twong tan cong c6
thé khai thac dé mo cac cong trén tuong lua
dan dén diéu huéng dugc luu lugng truy cap
tur Internet.

Cisco canh bao rang bat ky giai phap
thay thé hoac giam thiéu nao déu co thé gay
anh huong. Vi vay, thay vi phat hanh ban v4,
Cisco khuyén nghi nguoi ding chuyén sang
bo dinh tuyén Cisco Small Business
RV132W, RV160 hoac RV160W.

Nguon: https://www.zdnet.com/article/cisco-not-planning-to-fix-critical-0-day-rce-vulnerability-in-eol-vpn-

routers/?&web_view=true
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TIN CANH BAO

Su tro lai cua nhém
tan cong APT FINS
vai backdoor médi.

FINS8 duoc biét dén 1a nhém tan cong
APT nham muc tiéu vao nhiéu nganh cong
nghiép. Gan day, cac chuyén gia bao mat da
phat hién nhom nay st dung mot backdoor
ma&i nham muc tiéu vao mot t6 chuc tai chinh
c6 tru so tai Hoa Ky. Backdoor nay dugc dat
tén 1a Sardonic. Sardonic c6 thé thiét lap tinh
6n dinh trén may bi nhiém va thu thap thong
tin hé thdng, thuc hién cac 1énh tay v, tai thém
cac plugin.

Trong cudc tan cong lan nay, ddi tuong
tAn cong dd xAm nhap mang muc tiéu va thuc
hién leo thang dac quyén. Tuy nhién, do cac
dong lénh doc hai da bi chan nén viéc phat tan
Sardonic da khong thanh cong.

Ké tir nam 2016, FIN8 di st dung
nhiéu ky thuat khac nhau nhu lira dao truc
tuyén cing voi cac phan mém doc hai khéc
nhau nhu BadHatch/PunchTrack dé lay cip

thdng tin thé thanh toan tir hé théng POS.

Cu thé vao thang 3 nam 2016, FINS
bat diu nham muc tiéu vao céc nganh ban
lé, cong nghé, bao hiém va hoéa chat cé tru
so tai Nam Phi, Hoa Ky, Canada, Panama,
Puerto Rico bing phian mém doc hai
BadHatch.

Theo cac chuyén gia, FIN§ dang
phét trién chién thuat tin cong va co so ha
tang dé phan phbi phan mém doc hai. Cac
t6 chac nén canh giac véi cac hé théng PoS
ctia minh, hudng din nhan vién dé xac dinh
email ltra dao va tang cuong cac giai phap
bao mat email.

Nguon: https://cyware.com/news/fin8-returns-with-new-sardonic-backdoor-1529fe9c
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Nguy cg tan cong mang tir

diém yéu, lo hong

Trong tuan, c&c to chirc qudc té da cong
b va cap nhat it nhat 380 16 hong, trong d6 co
15 156 héng muc cao, 91 156 héng muc trung
binh, 21 16 hdng muc thap va 253 15 hong chua
danh gia. Trong d6 c6 it nhat 53 15 hong cho
phép chén va thuc thi ma Iénh.

Hé thdng ky thuat caa Cuc ATTT cha ' M@t sé 16 héng trén cac san pham/dich vu l

dong ra quét trén khoéng gian mang Viét Nam, phé bién tai Vigt Nam:

danh gia, tflérjg ké cho thay o6 07 16 - Adobe: CVE-2021-28624, CVE-2021-35989,...
hong/nhom lo hong trén cac san pham, dich vu - Cisco: CVE-2021-1577, CVE-2021-1578, ..
CNTT pho bien, ¢d thé gay anh husng l6n ‘?é“ - GitLab: CVE-2021-22251, CVE-2021-22249, ...
ngudi dung ¢ Viét Nam: Nhom 58 16 hong _ Google: CVE-2021-30602, CVE-2021-30598, ...

trong phan mém Adobe, Nhém 20 16 héng
trong céc thiét bi Cisco, Nndm 17 15 hong trong
GitLab, Nhém 14 156 héng trong phan mém _
Google, Nhom 09 13 héng trong thu vién ﬂlmk: CVE-2021-34218, CVE-2021-34207,J
Xstream, Nhém 08 16 héng phan mém IBM,

Nhém 06 16 hong trong thiét bi Totolink.

Théng tin chi tiét vé mot s 16 hong trén cac

san pham/dich vy phé bién tai Viét Nam cu thé

nhu sau:

- XStream: CVE-2021-39154, CVE-2021-39153, ...
- IBM: CVE-2021-29704, CVE-2021-29802,...



Théng tin diém yéu,

~
Ia

~
hong
Sén ~ r r ’
TT | pham/ Ma lo6i quoc te M0 ta ngan Ghi chu
dich vu ‘ ‘
Nhom 58 16 hong trong phan mém
gxgggiggggg ?plobe (Bridge, IIIustrﬁtorh,...) ﬁho phép D c6 thong tin
- - 01 tugng tan cong thu thap thong tln 4c nhan va
1 Adobe CVE-2021-35990 | truy cap trai phép, thuc thi ma tay y, tan X b N ,V
cong tir chdi dich vu, tn cong SSRF, anva
XSS.
Nhom 20 16 hong trong cac thiét bi Cisco _
CVE-2021-1577 | (ApiC, Cloud APIC....) cho phép dbi | Da co thong tin
: CVE-2021-1578 . : Al s
2 Cisco tugng tan cong thu thap thong tin, truy | Xac nhan va
CVE-2021-1579 .
cap trai phep, leo thang dac quyen thuc ban va
thi ma tdy y, tn cong tir chdi dich vu.
gggggigggié N}:\omdﬂ 16 hong trong GihtLart]) EEhcho D co thong tin
. - - phép dol tugng tan Congt ut apt ong <¢ nhan va
3 GitLab CVE-2021-22246 | tin, tin cong tir chdi dich vy, tan cong xacqn an, va
ban va
XSS.
oo Nhém 14 16 hong trong phan meém | '
CVE-2021-30602 Google (Chrome ) cho phép di tugng | Pa c6 thong tin
CVE-2021-30598 A
4 Google tan cong truy cap trai phép va gy hu | Xac nhan va
CVE-2021-30597 .
hong bo nhé, thuc thi ma tly v, tn cong ban va
gia mao Url bar.
EVE 0P 30158 | XSeam sbo s 56 e 1 cong | P st
- - ream cho phép doi twong tan Cong 2¢ nhan va
5 | XStream CVE-2021-39147 | thyc thi ma tly y, tan cong tir chdi dich xac n an, va
ban va
vu.
Nhom 08 156 hoéng phan mém IBM _
CVE-2021-29704 (Security SOAR, API Connect,...) cho | Pa c6 thong tin
CVE-2021-29802 A
6 IBM phép ddi tugng tan ccong thu thap thong | xac nhan va
CVE-2021-29727 .
tin, tan cong tu chéi dich vy, leo thang ban va
dic quyén, tan cong chén ma.
Ve 0oL 34507 | (3002 e s e o5 oy | 2t
i - - / Irmware) cho phép doi twong ; AN A
7| Totolink 1 cVE-2021-34215 |tin cong thu thap thong tin qua Xaif‘han, ve
Directory Indexing, tan cong XSS. anva
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Thong ké nguy co, cac cudc

tan cong tai Viét Nam

Tdn cong DRDoS
Tuén vira qua tai Viét Nam, co rat
nhidu may chu, thiét bi c6 thé tré thanh
ngudn phat tan tan cong DRDoS. Trong
tudn c6 55,618 (giam so véi tudn trude
58,191) thiét bi c6 kha ning bi huy dong
va trd thanh nguon tin cong DRDoS. Cac
thiét bi nay dang mé st dung cac dich vu
NTP (123), DNS (53), Chargen (19). Dué1
day 1a biéu do thong ké thiét bi theo cong
dich vu phé bién trong tuan.

Thong ké tan cong vao
trang/cong thong tin dién tur
cua Viét Nam

Cai md doc PG

Lura ddo (Phishing) ==70=1
Thay d6i giao dién 4

Tdn cong Phishing

Trén thé gi6i c6 nhidu céc trang
web gid mao céc td chirc, doanh nghiép,
nha cung cép, dich vu 16n nhu: Cic mang
xa hoi, ngan hang, thu dién tr .v.v... Viét
Nam c6 nhiéu ngudi dung cac dich vy, tng
dung nudc ngodi (ca mién phi va tinh phi)
nhu cic mang xa hoi, Paypment, Apple,
Paypal ..v.v... vi vy nguoi dung can phai
hét strc canh giac véi nhirng trang web gia
mao dé an trém tai khoan.

Biéu d0 thong ké thiét bi theo cong dich vu phé bién

Tan cong Web
Trong tuan, c6 334 trudng hop tin cong
vao trang/cong thong tin dién tir cua Viét
Nam: 04 trudng hop tin cong thay ddi giao
dién, 70 truong hop tin coéng lira dao
(Phishing), 260 truong hop tin cong cai cdm
ma doc.

TOP t6 chic, dich vu bi gid mao

Danh sach IP/tén mién djc hai c6 nhiéu két néi tir
Vigt Nam

differentia.ru a.asense.in
disorderstatus.ru ww?2.bbbjdnxbgp3.ru
atomictrivia.ru a.deltaheavy.ru

morphed.ru sdk.asense.in

ydbnsrt.me soplifan.ru
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Tan cong lira dao ngu'di dung Viét Nam

Trong tuan di c6 151 phan anh trudong hop ltra dao do ngudi dung Internet Viét

Nam thong bao vé Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC) qua hé

thong tai dia chi https:/canhbao.khonggianmang.vn. Qua kiém tra, phan tich cé nhiéu

truong hop lira ddo gia mao website ciia ngan hang, lira dao lién quan dén COVID.....

Duéi ddy mot sd trudng hop dién hinh ngudi ding can nang cao tuong tu.

STT Website lira dao Ghichad
1 https://liximomo.fun/ Trang web gié fiao Momo fia
2 https://www.vietelshop.online/ Lira dao ban sim online
3 https://clmm.me/ Web hra daq co bac qua vi dién
tut Momo
https://playtogethershop.com/quay/43
https://iplaytogethershop.com/login.html
https://www.playtogether.store
4 https://muathengay.com/blog/cach-nap- Lira dao nap thé game Play
game-play-together-gia-re-uy-tin-nhanh- Together
chong
http://thecaoplaytogether.com/
https://pay.heagin.com/
5 https://hackvn.pro/doc-trom-tin-nhan- Website lira dao huéng dan hack
facebook tai khoan facebook
Error! Hyperlink reference not valid. e ,
6 https://khoataikhoangarena.xyz/ Lra ddo tai khoan game Garena
https://westernuinon.weebly.com/ -, .
! http://bom.to/Fzcr7rPMM33XY ] Gia mao Western Union
8 https://muabanhanh.io/ Trang web lira dao khi nap tién
9 lis666.sinh5.com Gia mao NYSE
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Khuyén nghi doéi véi

cac co quan, don vi

1. Béi véi cac nguy co, canh bao da duoc dé cap trong phan Tin canh bao Quy don
vi can thuong xuyén cap nhat théng tin (nhu cac chién dich tin cong cua cac nhom
APT, thong tin 10C kém theo ting chién dich, diém yéu 16 hong dang bi loi dung dé
khai thac,...), ra soat trén cac hé thong thong thong tin dé phat hién va ngan chan, xu
Iy kip thoi.

*kx

2. Pbi véi cac diém yéu, 16 hong trong phan Nguy co tan cdng mang tir diém yéu
16 hong, Quy don vi can luu ¥ theo doi va cap nhat ban va cho céc 16 hong lién quan
dén san pham dang sir dung. Ngoai ra, nhitng don vi di c6 tai khoan trén “Hé thong
Canh bao diém yéu va ra soat 16 héng bao mat ty dong” tai dia chi
https://service.khonggianmang.vn, quan tri vién c6 thé thém cac san pham dang st
dung dé giam sat va nhan canh bao ngay khi c6 16 hong méi phat sinh.

**k*

3. Bdi véi cac nguy co vé tan cong tir chéi dich vy, tin cdng web trong phan Théng
ké nguy co, cac cudc tan cong tai Viét Nam, Quy don vi can ra soét, han ché téi da
viéc ma cac cong dich vu 6 thé bi loi dung dé thuc hién tan cong tir chdi dich vu;
thuong xuyén kiém tra, ra soat may chu web dé kip thoi phat hién va xu 1y nguy co
tan cong.

***

4. Dbi véi cac IP/tén mién dugc dé cap trong muc Danh sach IP/tén mién déc hai
c6 nhiéu két néi tir Viét Nam, Quy don vi can kiém tra va xu |y cac thiét bi trong
toan bd hé théng mang néu cd dau hiéu két ndi dén cac tén mién doc hai ma Cuc
ATTT da chia sé.

*kx

Thong tin lién hé:

ﬂ i @ Trung tdm Giam sat an toan khéng gian mang quéc gia

024.3209.1616 - ais@mic.gov.vn
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